The availability of Geographic Information System (GIS) data has increased in recent years, as well as the need to prevent its unauthorized use. One way of protecting this type of data is by embedding within it a digital watermark. In this paper, we build on our previous work on watermarking vector map data, to improve the robustness to (unwanted) modifications to the maps that may prevent the identification of the rightful owner of the data. More specifically, we address the simplification (removing some vertices from GIS vector data) and interpolation (adding new vertices to GIS data) modifications by exploiting a particular property of vector data called a bounding box. In addition, we experiment with bigger maps to establish the feasibility of the approach for larger maps.
Introduction
Research in the area of Geographic Information Systems (GIS) has been growing in recent years, and digital GIS data is now widely available on numerous Internet websites. Consequently, this valuable GIS data is liable to be illegally copied, modified or distributed due to its digital nature. This stands for a compelling need of copyright protection to combat illegal use of GIS data. A popular solution for the protection of GIS data is using digital watermarking systems that enable the identification of unauthorized use of GIS data.
GIS data can be divided into two main models 1 : raster data model and vector data model. The raster model (image) stores the geographic information into a form of grid cells, and each cell represents the natural corresponding value on the ground (e.g. color scale). On the other hand, the vector data model stores the geographic information into geometrical entities which have properties such as length, a starting point and an ending point [15] . GIS vector data is defined by a sequence of coordinates, and includes shapes such as points, polylines and polygons [1]. This paper focuses on the vector format of GIS data.
Data mining in general and clustering in particular, have been recently used for analysing GIS data for a variety of applications such as government and public services; business and service planning; logistics and transportation; and environmental studies [5], [6], [19] . There are, however, only a limited number of approaches using clustering methods in the watermarking field [2] .
In addition, although many watermarking methods have been proposed for digital multimedia data (e.g. images, audio, texts and videos) copyright protection, e.g. [20] , [23] , [25] , digital vector data received less attention, as pointed out in several recent review papers [1], [4], [28] .
Our previous work is based on the use of k-medoids clustering for watermarking ESRI (Environmental Systems Research Institute) shapefiles of polygon type [2] ; which is discussed in more detail in Section 2.
In this paper, we propose an improvement to our previous work [2], by using the bounding box property of vector map data, to achieve: (a) robustness to simplification (i.e. deletion of some vertices) [14] and interpolation (i.e. adding new vertices) [26] attacks, and (b) preservation of the balance between the map fidelity (the imperceptibility of the inserted watermark) and capacity (distribution of the watermark bits within the data) for GIS vector map copyright protection. These terms are discussed in more detail in Section 2.
The rest of this paper is organized as in the following. In Section 2, the GIS map watermarking process is briefly explained and a detailed overview of relevant previous work is presented. Section 3 describes the GIS vector data format and the platform used for the experimental evaluation of the proposed approach. Section 4 presents in detail our approach, while Section 5 discusses the experimental results. Section 6 concludes the paper.
Research Background
A digital GIS watermarking system consists of three main stages: embedding, attack/modification and extraction (Fig. 1) . The embedding stage aims to insert a watermark (e.g. digital binary sequence) into the GIS vector map points, by using a specific computing approach; the embedding space is normally the Cartesian coordinates [14] , [22] . The attack or modification stage is the process of distorting the digital map content. The extraction stage refers to obtaining the watermark from the host GIS data in order to retrieve the original map. There are three key requirements for reliable GIS watermarking system: fidelity, capacity and robustness [1], [4] .
The fidelity requirement refers to the quality of the watermarked GIS data, in the sense that the watermark embedding process should not affect the quality of the host data and that the watermark should not be noticeable to the human eye [21] . The fidelity also indicates the similarity between the original data and the watermarked data. In the case of GIS raster data (image), which offers an extended range (color-scale) for a pixel, this can be solved easily by maintaining the pixel value within a specific range. In contrast, the fidelity requirement stands as a crucial issue in GIS vector data context due to their Cartesian coordinates
